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NOYB: BACKGROUND
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NOYB

• European NGO in Vienna

• Strategic Litigation

• About 5.500 members

• Team:
• Board: 3

• Legal: 10

• Tech: 3 

• PR: 2

• Admin: 5
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TWO ENFORCEMENT TYPES

• Standard Setting Cases

• Uncelar legal situation

• Different decisions

• Novel issues

• Enforcement Cases

• Clear legal situation

• Lack of compliance



@noybeu | @maxschremsnoyb.eu

EU-US DATA TRANSFERS: UPSIDES AND 
DOWNSIDES OF THE NEW FRAMEWORK
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PART 1: RECAP



@noybeu | @maxschremsnoyb.eu

SURVEILLANCE: US SIDE OF THE STORY
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• Electronic Communication Service Provider

• “Foreign Intelligence Information“
• “Information that relates to … the conduct of the foreign affairs of the US.”

• “Certification” for one year(„FISA Court“)
• Minimizing / Targeting procedures (US persons)

• “Directive“ to the Service Provider
• API (?)

FISA 702 (= 50 USC § 1881a)
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PPD-28
Guidelines

Facebook Inc.

Facebook 
Ireland Ltd.

Upstream◄ FISA ► ◄ 12.333

Art 45: SCCs,
PrivacyShield

or BCRs…
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PRIVACY: EU SIDE OF THE STORY
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DATA TRANSFERS

• General Rule: Export Prohibition on Personal Data

• Derogations: “Necessary transfers”, non-structural (Art 49)

• Outsourcing: Adequacy (Art 45)

Standard Contractual Clause  / Model Clauses (Art 46)

Binding Corporate Rules (Art 47)Expansion of 
GDPR rules in 

non-EU country
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DP Act

GDPR

PRIVACY “BUBBLE”: SWITZERLAND
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                   DP Act

GDPR

PRIVACY “BUBBLE”: CONTRACTUAL

SCCs, Privacy Shield, BCRs
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EU CHARTER OF
FUNDAMENTAL RIGHTS

702 FISA

PRIVACY !!!

SURVEILLANCE!!!

EU-US: CONFLICT OF LAW

SCCs, Privacy Shield, BCRs



@noybeu | @maxschremsnoyb.eu

EU CHARTER OF
FUNDAMENTAL RIGHTS

Other 
Surveillance Laws

PRIVACY !!!

SURVEILLANCE!!!

EU-RUSSIA/CHINA: CONFLICT OF LAW?

SCCs, BCRs…
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PART 2: CJEU CASE LAW
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ProportionalityNo Interference Essence

1. Legitimate aim for the measure
2. Measure suitable to achieve the aim 
3. Measure must be necessary to achieve the 

aim (Less onerous way?)
4. Measure must be reasonable, considering 

the competing interests of different groups 
at hand

“ESSENCE”
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Art 44-50 of GDPR
„Ess. Equivalent”

CFR
Art 7, 8 & 47

≈ GDPR. = CFR . 
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SAFE HARBOR & PRIVACY SHIELD: 
FOOL ME TWICE?
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“The US authorities ... assured there is no indiscriminate or mass
surveillance by national security authorities.”
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ANNEX VI, PAGE 4
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PPD-28, PAGE 3
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PPD-28, PAGE 3, FN 5
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DPA

(i) „has been investigated“
(ii) „complied or remedied“

„will neither confirm nor deny that whether the
individual has been the target of surveillance“ nor
„confirm specific remedy“

ANNEX III, Paragraph 4(e)
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OUTCOME: PRACTICAL CONSEQUENCES
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DATA TRANSFERS

• General Rule: Export Prohibition on Personal Data

• Derogations: “Necessary transfers”, non-structural (Art 49)

• Outsourcing: Adequacy (Art 45)

Standard Contractual Clause  / Model Clauses (Art 46)

Binding Corporate Rules (Art 47)Expansion of 
GDPR rules in 

non-EU country
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TRANSFERS: NECESSARY TRANSFERS

@
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TRANSFERS: “OUTSOURCING” (FISA) - USA

702 FISA

Electronic Communication
Service Provider
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TRANSFERS: “OUTSOURCING” (FISA) - EU

702 FISA

Electronic Communication
Service Provider

Possession, 
Custody, 
Control
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TRANSFERS: NON-FISA

702 FISA

Normal Company
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ENFORCEMENT: 101 COMPLAINTS
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MAIN ARGUMENTS IN 101 CASES

1. Sorry, we removed it!

2. Supplementary Measures

3. „Risk Based Approach“
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SOLUTION: „SUPPLEMENTARY MEASURES“
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SUPPLEMENTARY MEASURES

• Technical

• Encryption („Transit“)

• Encryption (Backups)

• „Zero Knowledge“

• Contractual

• Disclosure

• Information

• „Resistance“

Law of
Third Country
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SOLUTION: „RISK BASED APPROACH“
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ACTUAL „RISK“ ELEMENTS IN THE GDPR

•Record of Processing (Article 30)

•Security (Article 32)

•Data Breaches (Article 33, 34)

•…



@noybeu | @maxschremsnoyb.eu



@noybeu | @maxschremsnoyb.eu

MAIN ARGUMENTS IN 101 CASES

1. Sorry, we removed it!

2. Supplementary Measures

3. „Risk Based Approach“
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ENFORCEMENT: NEW CJEU CASE LAW
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ENFORCEMENT

• DPAs: 101 Complaints
• Slow procedures

• Mostly closed because of compliance

• Fine on Meta: € 1.2 billion

• Tender / Requirments
• Case Law in Germany and France

• Non-Material Damages (C-300/21) + Collective Redress Directive
• Example 1 Mio Data Subjects

• € 100 each

• € 100 Mio (+ legal costs)
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PART 3: TRANS-ATLANTIC DATA PRIVACY 
FRAMEWORK



@noybeu | @maxschremsnoyb.eu

PART 3: “TADPF“
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COMMERCIAL: “TADPF“ PRINCIPLES
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COMMERCIAL DATA USAGE

Consent
(or other legal basis)

Opt-Out
(only sharing, change of purpose)

Necessary Relevant

…
Full Access Limited Access
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SURVEILLANCE: “NEW” EXECUTIVE ORDER
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EO 14086 VS. PPD-28
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EO 14086 VS. PPD-28

• Biden EO 14086 has largely the same limitations as Obama PPD-28

• Slightly clearer language

• Some additional reasons for mass surveillance
(for example: health crisis and climate change)

• „Necessary“ is now „Necessary and Proportionate“
(both were meant to comply with Articles 7, 8 and 52 CFR)
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ProportionalityNo Interference Essence

PROPORTIONALITY IN EO?

ProportionalityNo Interference

FISA 
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DPA

We inform you, without confirming or denying
that the complainant was subject to United
States signals intelligence activities, that the
review either did not identify any covered
violations or the Civil Liberties Protection
Officer of the Office of the Director of
National Intelligence issued a determination
requiring appropriate remediation.

OMBUDSPERSON BECOMES „CLPO“
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DPA

DATA PROTECTION „COURT“

We inform you, without confirming or denying
that the complainant was subject to United
States signals intelligence activities, that the
review either did not identify any covered
violations or the Data Protection Review Court
issued a determination requiring appropriate
remediation.
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DATA FROM 1995 TO 2023?

• EO only applies to data transferred from the EU to the US 
after July 2023

• Under the EO, EU companies woud have to „retransfer“ 
all personal data to the US to get covered
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SHORT TERM: EU-US „SOLUTION“
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LONG-TERM: OTHER SOLUTIONS
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SEGREGATION: EU ENTITY

702 FISA

Electronic Communication
Service Provider

Possession, 
Custody, 
Control
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LONG-TERM: NON-DEMOCRATIC COUNTRIES
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THANKS!
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